NHOOPMAILIMOHHAS ITAMATKA
JJISA OBYHYAIOIUXCA 1J15A PASMEIEHUSA
HA O©PUIMUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIbINE, a IIKOJbHUKU OIHH U3
CaMbIX AaKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NMOMHUMO OTPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, MHTEpHET HECeT W MpoOJieMbl. JTa MaMsATKa JOJKHA IMOMOYb TeOe 0e30MmacHO
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBLHOU
0COOEHHOCTBIO KOTOPOH sBIsETCS CHOCOOHOCTh K PasMHOXKEHHIO. B jomnoiHeHue Kk 3TOMYy,
BUPYCHl MOTYT TOBPEAWTh WM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ¥ JaHHBIE,
HOJKOHTPOJIbHBIE M0JIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)keHHasi IporpaMma,
a TaKXKe TOBPEIUTh WM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesnoM. B GonbIIMHCTBE CilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

Mertoasl 3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnonb3yii COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycTaHaBnuMBail mautu (LUUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKU
YCTaHABIMBAIOTCS C I€NbI0 J0pa0OTKM TpPOrpaMMbl) M Jpyrue OOHOBICHHS CBOEH
ornepanrnoHHOM cuctembl. CkauMBail X TOJBKO ¢ opUIMATIBHOrO caifta pa3padotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIbIOTEpE IMOJ IMpaBaMU MOJb30BATENSA, a HE aJIMHUHHUCTpATOpa.
OTO HEe TMO03BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCSI HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yit BHEIIHWE HOCUTENN WH(pOpMAIUY, Takue Kak (iemka, AMCcK uiu ¢aiin u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (Daiiiibl, MONTyUYE€HHbIE U3 HEHAISKHBIX UCTOUHUKOB. J{axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HEro, OTIPABJISL U OH TeOe uX.

Cerun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepmanickas koMmmnaHus 3apeructpupoBaia O6penn "WECA", uro o6o3Havasno
coBocouetanue "Wireless Fidelity", koTopsrit mepeBoauTcs Kak "GeCpoBOAHAS TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHoJoruei. Oto abopesuatypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApPT
BBICIIEH 3ByKOBOI TexHUKH Hi-Fi, uTo B mepeBosie 03HavaeT "BbICOKasi TOUHOCTB".

Jla, OecrulaTHBI WHTEPHET-IOCTYN B Kade, OTEeNsX M ad’poroprax SBISIETCS OTINYHOM
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE AKCIIEPThI CYMTAIOT, 4TO obmienocrymnueie Wi-
Fi ceTu He ABISAIOTCS O€30MACHBIMH.

Cogersl 110 Oe30macHOCTH paboThI B 00mIenocTymHbIX ceTsix Wi-fi:

1. He mepemaBaii cBoro jnmuHylo uHbopMmanuioo uepe3 obmenoctymubie Wi-Fi cern.
Paboras B HuX, )KeJaTe’abHO HE BBOAUTH IMAPOJIH JOCTYIA, JOTHHBI U KaKHe-TO HOMEPa;

2. Wcnonb3yit 1 OOHOBIISAM aHTHBUPYCHBIE MpOrpaMMbl U OpaHmMayep. Tem caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;



3. Ilpu wucnons3zoBanuu Wi-Fi orkmoun ¢yskmuro "OOmmii moctynm K Qainam u
npuntepam". JlaHHas (yHKIMS 3aKpbiTa 1O YMOJYAaHHUIO, OJHAKO HEKOTOPHIC MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI mist mepenauu JUYHBIX J@HHBIX, HApUMEp IS
BBIX0/Ia B COIIMAJILHBIC CETH UJIH B AJIEKTPOHHYIO MIOYTY;

5. Wcnonp3yil TonbKo 3amuiieHHoe coenuHenue yepes HTTPS, a ve HTTP, t.e. npu
HaOope BeO-aapeca BBoau umenHo "https://*;

6. B moOunsHOM Tesedone orkmoun Gpyakiuio "Tloakmouenue k Wi-Fi aBTomarnuecku".
He nomyckait aBToMmaTndyeckoro noAkito4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cormnacwusi.

COIII/Ia.]'[]:HbIe CeTH

CoumasnbHble CETH aKTMBHO BXOJST B HAIly XKM3Hb, MHOTHE JIIOAU pabOTaIOT U )KUBYT TaM
HOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MHJUTHAPI YEJIOBEK, YTO SIBISIETCS OIHOU
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMH B COLIMAJIbHBIX CETAX, MOXKET ObITh Hali/leHa U UCIOJIb30BaHA KEM YrOAHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMU HAMEPEHUSIMH.

OcHOBHbBIE COBETHI 10 O€30MaCHOCTH B COLMAIBHBIX CETAX:

1. Orpannup cnucok apy3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3ammmail cBO0 4acTHYIO *ku3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYH JUYHYIO HMHGOpManMoo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIBb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3ammiail cBOIO peryTaLuio - AEpPKU €€ B YUCTOTE M 3a/aBail cebe BOIpOC: XOTel Obl
ThI, YTOOBI JPYTU€ MOJIb30BATENN BUAEIH, YTO Thl 3arpyxaeusb? [logymail, mpexnae 4em 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPy3UTh;

4. Ecniu ThI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIb, HE MCIOJIb3yl CBOE pealbHOE UM
U JIpYTYIO JINYHYIO HH()OPMAIIUHU: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IpoUee;

5. N36erait pasmemenus pororpaduii B IHTepHere, rae Tel n300paxeH Ha MECTHOCTH, TIO
KOTOPOH MOXHO OIIPENEIIUTh TBOE MECTOINOIOKEHHUE,

6. Ilpu peructpanuu B COIMAIBbHON CETH HEOOXOIMMO HCIIOJIb30BATH CIIOKHbBIE MAPOJIH,
cocTosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. g colMalbHOM CeTH, MOYThl U JAPYTUX CalTOB HEOOXOIMMO MCIIONb30BaTh pPa3HbIE
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHBbIE IeHbIH

DNEeKTPOHHBIE NIEHBI'M - 3TO OYEHb YAOOHBIH CHOCOO MaTeXeW, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JEHbIW MOSBHIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOTHMX
rocy/1apcTBax 0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIeNsItoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH omepanuu 0e3 uIeHTH(UKALWK T[O0Jb30BaTeNns, a B
HEaHOHMMHBIX MJIEHTH(UKALINS TOJIb30BATEIN ABISETCS 0053aTENbHOM.

Taxxe crnenyer pa3nuyarh SJIEKTPOHHBbIE (PUATHBIE AEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIC He(hUaTHBIE ICHBIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 10 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JE€HbraMMU:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblif yJOOHBIN M OBICTPBINA CrIOCOO
BOCCTAHOBUTh JOCTyHn K c4yery. l[lpuBsi3aHHBId TenedOH TMOMOXKET, €cli 3a0ynaenb CBON
IJIATEKHBIN [TapOJIb UM 3aliIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonb3yit ogHopaszoBbie naponu. [locne mepexona Ha yCUIICHHYIO aBTOPU3ALUIO TeOe
y’Ke He OyZleT yrpokaTh OaCHOCTh Kpa)ky WJIM TepexBaTa IJIaTeXHOI0 MapoJis;

3. BeiOepu cnoxHbIil naposs. [IpectynaukaM OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJib.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEp)KaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels
CTPOYHBIC U TIPONMHUCHBIC OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HaK J0JuIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tRONg!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE J1I0BEPSIEILb.

3.]'[eKTp0HHaH modrTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMbIE €10 YCIYTU MO MEPECHUIKE U
MOJIYYCHHUIO DJICKTPOHHBIX COOOIICHUH, KOTOpBIC PACIPEACIISIIOTCS B KOMIIBIOTEPHOW CETH.
OOBIUHO 3JIEKTPOHHBIN IIOYTOBBIM SIIITAK BBITJISIUT CHEAYIOLIUM o0pazoM:
UMs_TIOJIb30BaTeNA(@HUMs_TOMeHa. Takke Kpome Iepeadd NpOCTOro TEKCTa, HMEeeTcs
BO3MO>KHOCTH TIepe/iaBaTh (hauibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AINEKTPOHHON MTOYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBIA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIlIe TOBEPATHh TE€M, KOTO 3HACIlb U KTO MEPBBINA B
peuTHHrE;

2. He yka3piBail B JMYHOHN Mmoure JW4YHYyI0 uHPopMmaruio. Hampumep, mydine BbIOpaTh
"My3bIKaIbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Hcnonb3yil JBYX3TAHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MAapoJisi HY)KHO BBOJIUTH
KOJI, IpUChIIacMbIiit 1o SMS;

4. BeiOepu CcHOXHBIA Tapotib. JIJIsl KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJICKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTb BO3MOXKHOCTh HAIMCaTh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTb;

6. Hcnonb3yll HECKOJNBKO TIOYTOBBIX SIUIUMKOB. IlepBbI AJi1 4YacTHOW MEPENUCKH C
azpecataMmu, KOTOPBIM ThI JIOBEpsCIIb. DTO SJEKTPOHHBIM aJpec HE HAJI0 HCIOIb30BaTh MPHU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (aityibl U Ipyrye BIOKEHUS B MUChMaX, JaXKe €CJTU OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3T (aiiisr;

8. Ilociie okoHyaHust pabOTHI HA TTOYTOBOM CEPBUCE TEPE]l 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0y/p HakaTh Ha "BeritT".

Ku0epOyJuIMHT MM BUPTYaJIbHOE H3/1€BATEJIHLCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMH OCKOPOJIeHUS, arpeccHIo,
3allyTMBAaHUE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIbIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KNOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: mocoBeTOBaThCS Kak ceOst BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTuTbcsi, TO BHauyaje YCHOKOMTbCS. Eciaum Tbhl HayHellb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €llle OOJIbIle pa30XiKellb KOH(IIUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHoHuMHOCTH B ceTd MHHUMasg. CyIIecTBYIOT cHOCOOBI BBIICHUTH, KTO CTOMUT 32
AQHOHMMHBIM aKKayHTOM;

4. He CTOUT BeCTH XYJUTaHCKUH 00pa3 BUPTYaNbHOH ku3HU. VIHTEpHET (PUKCUpYyeT Bce
TBOU JICHCTBUS U COXPAHSCT UX. Y TAJIUTh UX OyAET KpaitHe 3aTpyIHUTEILHO;

5. Co0Gurosiail CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHnyHbIi HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIC COOOIIEHUS JTYYIIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalIbHOW CTaIuH;



7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLUATHHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUHN C ONPEIETICHHBIX aIPECOB;

8. Ecmm Tl cBumerens kubepOymnmHra. TBOW JSHCTBUS: BBICTYIHTH TPOTHB
IpecieioBareisl, MOoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAKOTCS HEraTHBHO, IOAEPKATh
KEPTBY, KOTOpPOM HYXKHA IICUXOJOTHYECKass TIOMOIb, COOOIIUTH B3POCIBIM O ¢aKre
arpecCUBHOIrO MOBEJICHUS B CETH.

MoOnabHbIi Tes1e()oH

CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COJIEpKaT B ce0e BIOJIHE B3pOCiblii (yHKIIMOHAT,
U Tenepb OHU MOT'YT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CpeACTB
3alUThl JJIs1 OJOOHBIX YCTPOHCTB IOKa OYEHb Majo. TecTHpOBaHHE M MOUCK YSI3BUMOCTEH B
HUX NPOMCXOJUT HE TaK MHTEHCUBHO, Kak aus IIK, To ke camoe kacaercs M MOOMIIBHBIX
TIPUITOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl YK€ IMPAKTUUYECKHU JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAaKO paciiupeHue (yHKIMOHaNa Bie€4YeT 3a Co0OW OOJBIIYIO CJIOKHOCTb M MEHBUIYIO
3aLUILEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENM BBITYCKAOT OOHOBIIEHMS, 3aKpPbIBAIOIIUE KPUTHUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHbIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TeedoHa:

Huyero He sBnsiercss mo-Hacrosiuiemy OecruiaTHbIM. Byns ocrtopoxeH, Benp korga tebe
IpeiaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHE-TO IUIATHBIE YCIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, ¢oTto nim Buaeo. Tel TOYHO 3HACIb, T1I€ OHU OYAyT
B KOHEYHOM HTOre?

Heo0xo1uMo 0OHOBIIATE ONEpPallMOHHYIO CUCTEMY TBOETro cMapTdoHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI /1151 MOOUIIBHBIX TeNe(OHOB,;

He 3arpyxail mpuioxeHHs: OT HEM3BECTHOTO HCTOYHMKA, BElb OHM MOTYT COJEp’KaTh
BPEIOHOCHOE ITPOrPaMMHOE 00ECIIEUEHHE;

[Tocne Toro kak Thl BBIAJEIIb C caiiTa, TJ€ BBOAMJ JIMUHYIO HHPOpMAIUIO, 3aliau B
HaCTpOiKK Opay3epa u yaanu COOKies;

[leproanuecku npoBepsiii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOUJIBHOIO TeneoHa TOJIBKO JIFOJIM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth momxen ObITH BBIKIIOYEH, KOT/a Thl UM He Moib3yelibesi. He 3a0biBail MHOTIA
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-WTPBI - O3TO KpacO4yHbIE, 3aXBaTBHIBAIOIINE pa3BIICUYCHUS,
00BEeTMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpoKu MCCIeAyIOT AaHHBIA UM MUD,
00IIArOTCs APYT C APYTOM, BBHIMOJHSIOT 33aaHUs, CPAKAIOTCS C MOHCTPAMH U MOJTYYaOT OIIBIT.
3a yIOBOJILCTBHE OHHU IJIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT MM NpUoOpeTaroT
KaKHe-TO OIIIHH.

Bce »tM cpenctBa MayT Ha TOJJEp)KaHHME M pPa3BUTHE WIPH, a TaKKe Ha caMy
0€30IaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIlUH, BBITYCKAIOTCS HOBBIE MATYH
(un¢poBbIe 3aMIaTKU JIs1 TPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOUT OMacaThCsi HE CTONBKO CBOMX CONEPHUKOB, CKOJBKO KPaKh
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMK OOJIBITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30IIACHOCTH TBOETO UT'POBOTO AKKAyHTA:

1. Eciim npyroii urpok BeneT cedsl MII0XO MM CO3JaeT TeOe HENPHITHOCTH, 3a0JI0KUpPYH
€ro B CIIMCKE UTPOKOB;



2. Ioxany¥iics aIMUHUACTPATOPaM UTPbl HA IJI0XO0E€ MOBEJEHUE ITOTO UTPOKA, KEIATEIHHO
MIPUJIOKUTH KAKUE-TO JTI0KA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaTbHBIC TTATYH ¥ MOJBI;

6. Mcnonb3yii cliokKHbIE U Pa3HbIE MAPOJIH;

7. Jlaxke BO BpemMs WIPbl HE CTOMT OTKJIOYAaTh aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMITIBIOTEP MOTYT 3apa3uTh.

@OUuIMHT WIN Kpaxka JUIHbIX JAHHbIX

OObIuHOW Kpaxkel JeHer M JIOKyMEHTOB CErofHs YyX€ HHUKOr0 He YIMBHILL, HO C
pPa3sBUTHEM HWHTEPHET-TEXHOJOTHH 3JOYMBIIJICHHUKA MEPEMECTUINCh B HWHTEPHET, H
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1ETIOM.

Tak mosiBHIIaCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUIIUHT, TJIaBHAS LEJb
KOTOPOI'O COCTOUT B IOJYYEHMH KOH(PUICHIMAIbHBIX JaHHBIX I0Jb30BaTENIeH - JIOTMHOB U
naposei. Ha anrmuiickom si3eike phishing uuraercs kak ¢umuar (ot fishing - peioHas o,
password - mapoJis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl moJj03peBaelllb, 4TO TBOSI aHKETa Oblja B3JIOMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnonp3yit Ge3omnacHbie BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Wcnonp3yil CIOXKHBIE U pa3Hble Mapoiu. TakuM oOpa3om, eciau TeOs B3JIOMAaIOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3oMaliv, TO HEOOXOMMO MPEAYNPEIUTh BCEX CBOUMX 3HAKOMBIX, KOTOPbIE
nobaBiieHb! y TeOs B IpY3bsX, O TOM, YTO T€Os B3JIOMAJU U, BO3MOXHO, OT TBOETO UMEHH Oy/eT
pacchUIaThCsI CIIaM U CCHUIKH Ha (DUIITUHTOBBIE CAHTHI;

5. Ycranosu HazexHsbIi napossb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHUE maposs B Opaysepe;

7. He oTkpbIBail Qaiinbl U Apyrue BIOKEHHs B MHCbMaxX, Aa)Ke €CIM OHU MPHUIIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISIIN JIU OHU TeOe ITH (Pailiibl.

HudpoBas penyranus

[udposas penyrauus - 3TO HeraTHBHas WIM MO3WTUBHAs MHGOpMalus B ceTu o Telde.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MUHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peanbHOM *ku3HU. "lludposas penyranusa" - 3To TBOW MUMHIK, KOTOPBIN
dopmupyetcst u3 uHpopMaIMK 0 Tebe B MHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (DHHAHCOBOE MOJIOXKEHNE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpoCTKU JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKalUHu JMYHOW MH(pOpMaluu B
WuTepHeTe, HE MOHMMAasi BO3MOKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOTafaTbcs O TOM,
yT0 (oTorpadus, pazmenieHHas 5 JeT Ha3ajl, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenieHue TBoux ¢ororpaduii u Apyriue AeUCTBUS MOTYT HE UCUYE3HYTh
Jake MocJie TOr0, KaK Thl UX yJaIUIIb. Thl HE 3Haellb, KTO COXpaHWJI 3Ty HH(pOpMalKIo, Ionaa
J¥ OHAa B IOHMCKOBBIE CHCTEMBl M COXpaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAalOT o Tebe
OKpY’KalollMe JIOAHU, KOTOpble HallnyT U yBUAAT 310. Hailtu uHdopMamuio MHOro JeT crycrts
CMOXeT JI000# - Kak U3 JOOphIX MOOYXKIEHUH, TaK U C HaMEepeHHEeM MPUYUHHUTH Bpeld. DTO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 10 3aIuTe MU(POBOI penmyTanuu:



1. Ilogymaii, mpexnae yeM 4TO-TO MyOJMKOBAaTh M MepedaBaTh y ceOs B Oyore Wid B
COIIMAILHOM CETH,

2. B Hactpoiikax npouist yCTaHOBH OTpaHUYEHUS Ha MPOCMOTP TBOETO MPO(UIS U €ro
COAEP)KUMOTO, CIeai ero TOJbKO "I apy3en";

3. He pasmemiaili u He yka3wiBail MH()OPMAILIHIO, KOTOpPAsk MOXET KOro-THOO OCKOPOISATH
WM OOMXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIEe MIKOJIbHUKH - aKTUBHBIE MOJIb30BaTeNN LU(POoBOro mpoctpaHcTsa. OqHaAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMHU LU(PPOBOro Mupa Tpedyer
COOJIIOJICHMS ITPAB HA MHTEJJIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTEUIEKTyalbHasT COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHbIM TBOPEHUIM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QoTtorpadusimMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMH [IPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa - 3TO IMpaBa Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha NPOU3BENICHUS
HaYKH, JINTEPaTypbl U UCKycCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KaU€CTBE MAPAaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa He OyIeT HAmpacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPyAa, HOJIYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 IPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOJIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIONHATE B dHpe WK pazmemaTs B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro" MporpaMMHOro OOECleYeHUsT MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT TOTEpH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/IE
yCTaHOBJICHA HeJeranbHas nporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYILECTBYIOT JI€TalIbHbIE
1 OecrIaTHBIE TPOTPaMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOM TJIABHBIM COBETYMK B CETHU. 3J€Ch Thl MOXEIIb Yy3HAaTh O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOM
CUTYyaIlMd OOpaTUTHCSA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHEe B KOHKypcaxX M CTaTh CaMbIM
U(POBBIM TPaKkTaHUHOM !



